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DETAILED ACTION 

1. This office action is in response to Applicant's amendment filed on October 10, 
2007. Claim 1 has been amended. Claims 1-12 and 14-26 are pending. 

Response to Arguments 

2. Applicant's arguments filed October 10, 2007 have been fully considered but they 
are not persuasive. In response to the applicant's argument s the following comments 
are made: 

The applicant argued that Serceki is essentially a method of transferring 
information between two computers system that are not physically connected by using a 
storage device as conduit between the two systems, e.g., a "wireless" and a "wired 
portion of a network." Thus, in the invention Serceki, a storage device is used to transfer 
data, e.g., configuration information or security keys, between the two systems. The 
examiner would like to point out that Serceki teaches a device with a memory for 
distributing security keys for encryption system whose purpose is to secure 
communication in a wireless network. In addition, Serceki further discloses a user is 
provided with a network device for physically exchanging encryption keys in a wireless 
network and network administrators create the device. (Abstract; page 1, paragraph 8, 
page 3, paragraph 32) Furthermore, Serceki teaches the network device can begin 
downloading updated keys at a company that may have several stations located 
through out the office space, (page 4, paragraphs 41-45) which is adequate to meet all 
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the claimed limitations except "accessing said new encryption key on said network 
communication during an encrypted communication" 

The applicant argued that Linkola fails to disclose "accessing said encryption key 
on said network communication during an encrypted communication", and also fails to 
disclose an "encryption key on said network device." Linkola teaches an apparatus that 
can be used to readily change the data in SIM and thereby implement flexible 
maintenance and control of the module. Linkola teaches a SIM which contains an 
identity code and a secret key and the secret key is the subscriber's secret key used for 
encryption of radio communication and for authentication of the mobile station, (col. 2, 
lines 1-63; col. 5, lines 10-17) Therefore, Linkola teaches accessing encryption key (i.e. 
secret key) on said network communication (i.e. SIM) during an encrypted 
communication (i.e. encryption of radio communication and authentication of the mobile 
station) 

In response to applicant's argument that there is no suggestion to combine the 
references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1 071 , 5 USPQ2d 1 596 (Fed. Cir. 1 988)and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, Serceki teaches 
a device with a memory for distributing security keys for encryption system whose 
purpose is to secure communication in a wireless network. (Abstract) Linkola teaches a 



Application/Control Number: Page 4 

09/993,495 

Art Unit: 2137 

SIM which contains an identity code and a secret key and the secret key is the 
subscriber's secret key used for encryption of radio communication and for 
authentication of the mobile station, (col. 2, lines 1-63; col. 5, lines 10-17) One ordinary 
skill in the art at the time the invention was made would have been motivated to modify, 
the system disclosed by Serceki with Linkola in order to prevent unauthorized access to 
the encryption key by keeping it in a secure device. 

The applicant argued that Campbell and Trieger fail to teach "accessing said 
encryption key on said network communication device during an encrypted 
communication". The examiner would like to point both references have not been used 
to teach that particular limitation. . 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1, 6-8, 14-20 and 26 rejected under 35 U.S.C. 103(a) as being unpatentable 

over Serceki et al. (hereinafter Serceki) U.S. Publication Number 2003/0078072 in view 

of Linkola et al. (hereinafter Linkola) U.S. Patent Number 6,934,391 

As per claim 1: 
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Serceki teaches a method of updating and using an encryption key used by a 
wireless station for encrypted communications with a wired portion of the network, said 
method comprising: 

physically separating from said wireless station a network communications 
device; (Page 4, paragraphs 42-44) 

physically connecting said removed network communications device to an 
encryption key updating device which is connected to a wired portion of said network 
said wired portion of said network containing an encryption key generator for providing a 
new encryption key to said updating device; (Page 3, paragraphs 32-33; page 4, 
paragraph 41) 

replacing an existing encryption key in said network communications device with 
a new encryption key from said generator sent over said wired portion of said network; 
(Page 3, paragraph 33 and 35; Page 4, paragraph 43) 

physically reconnecting said network communications device containing said new 
encryption key with said wireless station of said network. (Page 3, paragraphs 33, 35; 
Page 4, paragraph 43) and 

accessing said encryption key during an encrypted communication. (Abstract; ... 
distribute security keys for encryption system whose purpose is to secure 
communication in a wireless network) 

In addition, Serceki further discloses a user is provided with a network device for 
physically exchanging encryption keys in a wireless network and network administrators 
create the device, (page 1, paragraph 8, page 3, paragraph 32) Furthermore, Serceki 
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teaches the network device can begin downloading updated keys at a company that 
may have several stations located through out the office space, (page 4, paragraphs 41- 
45) 

Serceki does not explicitly disclose accessing the encryption key on said network 
device during an encrypted communication. Linkola in analogous art, however, 
discloses accessing the encryption key on said network device during an encrypted 
communication. (Abstract; col. 5, lines 1-39; col. 6, lines 34-67) Therefore, it would have 
been obvious to a person having ordinary skill in the art at the time the invention was 
made to modify the method disclosed by Serceki with Linkola in order to provide a 
mobile station connected to a subscriber identity module (SIM) for use by a subscriber 
in effecting mobile communications through the data communications system. (Abstract; 
Linkola) 

As per claims 6-7, 14, 16 and 26: 

The combination of Serceki and Linkola teaches all the subject matter as 
discussed above. In addition, Serceki further discloses a method wherein said network 
communications device is configured on a plug-in card and is physically connection to 
said network by inserting said network communications device into a card tray at said 
updating device. (Page 3, paragraph 31) 
As per claims 8 and 15: 

Serceki teaches a network comprising: 

a wired station connected to a wired network, (Page 4, paragraph 41) said wired 
station comprising: 
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an encryption key generator for generating an encryption key; (Page 3, 
paragraphs 32-33; page 4, paragraph 41) 

a network communication device for transmitting said encryption key over said 
wired network; (Page 3, paragraph 31) and 

a wired encryption key updating device connected to said wired network; (Page 
3, paragraphs 32-33; page 4, paragraph 41) 

a wireless station configured to be wirelessly connected to said network and to 
communicate with said wired network through communications encrypted with an 
encryption key, (Page 4, paragraphs 42- 44) said wireless station comprising: 

a wireless network communication device containing an encryption key, being 
physically disconnectable from said wireless station and physically connectable said 
wired encryption key updating device wired to said network to receive and store as a 
new encryption key which is configured to be transmitted over said wired network by 
said wired network communications device. (Page 3, paragraph 33 and 35; Page 4, 
paragraph 43) 

In addition, Serceki further discloses a user is provided with a network device for 
physically exchanging encryption keys in a wireless network and network administrators 
create the device, (page 1, paragraph 8, page 3, paragraph 32) Furthermore, Serceki 
teaches the network device can begin downloading updated keys at a company that 
may have several stations located through out the office space, (page 4, paragraphs 41- 
45) 
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Serceki does not explicitly disclose accessing the encryption key on said network 
device during an encrypted communication. Linkola in analogous art, however, 
discloses accessing the encryption key on said network device during an encrypted 
communication. (Abstract; col. 5, lines 1-39; col. 6, lines 34-67) Therefore, it would have 
been obvious to a person having ordinary skill in the art at the time the invention was 
made to modify the method disclosed by Serceki with Linkola in order to provide a 
mobile station connected to a subscriber identity module (SIM) for use by a subscriber 
in effecting mobile communications through the data communications system. (Abstract; 
Linkola) 

As per claim 17: 

Serceki teaches a wireless network communications device comprising: 

A removable wireless communications network card adapted to be physically 
connected to and disconnected from a wireless station card interface; (Figure 3) 

a storage area said network card which stores an updateable encryption key for 
use in conducting encrypted wireless network communications, (Figure 3, item 325) 
said encryption key being updateable when said card is connected to a wired network 
card interface which supplies a new encryption key. (Page 3, paragraph 33 and 35; 
Page 4, paragraph 42-43) 

In addition, Serceki further discloses a user is provided with a network device for 
physically exchanging encryption keys in a wireless network and network administrators 
create the device, (page 1, paragraph 8, page 3, paragraph 32) Furthermore, Serceki 
teaches the network device can begin downloading updated keys at a company that 
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may have several stations located through out the office space, (page 4, paragraphs 41- 
45) 

In addition, Serceki further discloses a user is provided with a network device for 
physically exchanging encryption keys in a wireless network and network administrators 
create the device, (page 1, paragraph 8, page 3, paragraph 32) Furthermore, Serceki 
teaches the network device can begin downloading updated keys at a company that 
may have several stations located through out the office space, (page 4, paragraphs 41- 
45) 

Serceki does not explicitly disclose accessing the encryption key on said network 
device during an encrypted communication. Linkola in analogous art, however, 
discloses accessing the encryption key on said network device during an encrypted 
communication. (Abstract; (col. 5, lines 1-39; col. 6, lines 34-67) Therefore, it would 
have been obvious to a person having ordinary skill in the art at the time the invention 
was made to modify the method disclosed by Serceki with Linkola in order to provide a 
mobile station connected to a subscriber identity module (SIM) for use by a subscriber 
in effecting mobile communications through the data communications system. (Abstract; 
Linkola) 

As per claims 18 and 19: 

The combination of Serceki and Linkola teaches all the subject matter as 
discussed above. In addition, Serceki further discloses a method wherein card interface 
for providing a new encryption key is a PCMCIA card interface. (Page 3, paragraphs 31- 
32) 
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As per claim 20: 

Serceki teaches an encryption key programming system comprising: 

an encryption key generator connected to a wired network; (Page 3, paragraphs 
32-33; page 4, paragraph 41) 

a programming device connected to said wired network for receiving over a wire 
connection an encryption key from said generator, said programming device being 
adapted to physically receive a wireless network communications device containing an 
updatable encryption key and storing said received encryption key in said wireless 
network communications device. (Page 3, paragraph 31-35; Page 4, paragraph 42-43) 

In addition, Serceki further discloses a user is provided with a network device for 
physically exchanging encryption keys in a wireless network and network administrators 
create the device, (page 1, paragraph 8, page 3, paragraph 32) Furthermore, Serceki 
teaches the network device can begin downloading updated keys at a company that 
may have several stations located through out the office space, (page 4, paragraphs 41- 
45) 

Serceki does not explicitly disclose accessing the encryption key on said network 
device during an encrypted communication. Linkola in analogous art, however, 
discloses accessing the encryption key on said network device during an encrypted 
communication. (Abstract; (col. 5, lines 1-39; col. 6, lines 34-67) Therefore, it would 
have been obvious to a person having ordinary skill in the art at the time the invention 
was made to modify the method disclosed by Serceki with Linkola in order to provide a 
mobile station connected to a subscriber identity module (SIM) for use by a subscriber 



Application/Control Number: Page 1 1 

09/993,495 

Art Unit: 2137 

in effecting mobile communications through the data communications system. (Abstract; 
Linkola) 

2. Claims 2-3, 9-10 and 21-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Serceki et al. (hereinafter Serceki) U.S. Publication Number 
2003/0078072 in view of Linkola et al. (hereinafter Linkola) U.S. Patent Number 
6,934,391 and in view of Campbell, Jr. U.S. Patent 4,369,332. 

As per claims 2-3, 9-10 and 21-23: 

The combination of Serceki and Linkola teaches all the subject matter as 
discussed above. In addition, Serceki further discloses a network administrator decides 
to change security keys depending on internal policies at a regular intervals or after 
detecting a security breach. (Page 3, paragraph 41) Both references do not explicitly 
disclose a method wherein said new encryption key is generated at user-defined 
intervals or on user-specified days. Campbell in analogous art, however, discloses a 
method wherein said new encryption key is generated at user-defined intervals or on 
user-specified days. Therefore, it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to modify the method disclosed by 
Serceki and Linkola with Campbell in order to provide a measure of added security for 
encryption keys while providing high level of convenience for users. (Page 1 , paragraph 
2 and 6; Serceki) 

3. Claims 4-5, 11-12, 24-25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Serceki et al. (hereinafter Serceki) U.S. Publication Number 
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2003/0078072 in view of Linkola et al. (hereinafter Linkola) U.S. Patent Number 
6,934,391 and in view of Trieger United States Letter Patent Number 6,226,750. 
As per claims 4, 1 1 and 24: 

The combination of Serceki and Linkola teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a method wherein said key 
generator generates a first new encryption key; compares said new encryption key to 
the previous k encryption keys used in said network; and generates a second new 
encryption key if said first new encryption key matches any of said k previously used 
encryption keys. 

Trieger in analogous art, however, discloses a method wherein said key 
generator generates a first new encryption key; (Col. 1 1 , lines 30-32) compares said 
new encryption key to the previous k encryption keys used in said network; (Col. 1 1 , 
lines 39-41) and generates a second new encryption key if said first new encryption key 
matches any of said k previously used encryption keys. (Col. 11, lines 38-43) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Serceki and 
Lewis to include wherein said key generator generates a first new encryption key; 
compares said new encryption key to the previous k encryption keys used in said 
network; and generates a second new encryption key if said first new encryption key 
matches any of said k previously used encryption keys. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
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motivated to do so, as suggested by, Trieger (Col. 1 1 , lines 38-39) in order to ensure 
the previous key is not reused. 
As per claims 5, 12 and 25: 

The combination of Serceki, Linkola and Trieger teaches all the subject matter as 
discussed above. In addition, Trieger further discloses a method wherein k is a user- 
defined number of previously used encryption keys. (Col. 11, lines 38-43) 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Shewaye Gelagay 




EMMANUEL L MOISE 
SUPERVISORY PATENT EXAMINER 




